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Ofua: MpookAnon ExkénAwong Evdiadépovtog YnoBoAng Mpoodopdg yla TNV Mapoxr UTINPECLWV
ouvtpnong twv NMAnpodopLlakwv ZUCTNUATWY TNG ApXNGS yia to 2021 pe tn Stadikacio tng ameubeiog

avadeong.
ZYNONTIKA ITOIXEIA MPOZKAHZH2
ANAGETOYZA APXH EBvikn Apxn Avwrtatng Exkmaidevong (EOAAE)
ANTIKEIMENO Mapoxn unnpecLwy cuvtnpnong tou OMEZN

AIAAIKAZIA ANAOEZHZ

AneuBeiag Avabeon cUudwva pe Tig Statagelg tov apbpou
118 tou v. 4412/2016, wg £xeL TtpomomolnOei kot LoYVEL.

KPITHPIO KATAKYPQZH2

H mtA£ov cupdEpouoa amnod TEXVIKNG KAL OLKOVOULKAG anoews

npoodopd

MEPIFPA®H YNHPEZIQN

Mapoxn UMnpecLwv cuvtnpnong Twv MAnpodoplakwv

NMPOZOOPON

JuoTNUATWY TNG ApXNS
KQAIKOZ CPV CPV 72000000
NPOYNOAOTIZOEIZA AAMANH 16.200 eupw cupneplappavopévou OMNA katl Aomwv
(avwtato 6plo Samdavng) KpATNOEWV
AIAPKEIA THZ MAPOXHZ TOQN E€nvta (60) epydciuwy NUEPWV Ao TNV uToypadn TG
YMHPEZIQN ouppaong
KATAAHKTIKH HMEPOMHNIA
KAI QPA YIMTOBOAH2 08/07/2021

AIEYOYNZH ANAOGETOYZAZ
APXH2

Aploteibou 1 & Euputidou 2, ABrjva, TK 10559

TPOMMOZ YNOBOAHZ

HAektpovika otn SlevBuvon itsupplies@ethaae.gr f
TOXUSPOULKA O KAELOTO OppayLoUEVO HAKEAD

‘Exovtag umoyn TG TPEXOUOEG aVAYKeC TNG VPUBUNG Asttoupylag TN ApXNg Kal €l8IKOTEPA, TIG
QTALTACELG UTIOOTHPLENG Tou TIAnpodoplakol TNG €omALOMOU, OToV omoilo TepAapBAVETOL Kal O
TNAETUKOLVWVLAKOG EEOTIALOUOC, O OTOLOG E(VaL EYKATECTNUEVOC OE XWPO TIOU EXEL TapaxwpnBel otnv
Apxn amno 1o YNAIO oto Kévtpo Asdopévwy (Data Center) Tou Ynoupyeiou 6to MapoUot ATTIKAG Kal
ETUKOWWVEL adlOAeutta pe avtiotolyo SIKTUAKO Kal TAnpodoplakd eEomAlopd, o omoiog eivat
EYKATEOTNUEVOG oTa Ypoadeia tng Apxic otnv ABnva (Aploteidou 1 & Eupurtibou 2, 1o £wg 40 dpodo,

enaad
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ABnva) kot xpelaletal ETAOLO CUVTNPNON, KABWC Kal (OTav aUTO €lval avayKaio) mapapeTponoinon
TWV CUCTNUATWYV, TPOOKAAELGBE yLa tnv utoBoAr mpoodopwv TAPOXNE UTNPECLWVY UTIOOTNPLENG TWV

MAnpodoplakwy TUcTNUATWV.

O g€omhlopog, oupmeplapBavopévou Kot Tou AoyLopLkoU Asttoupyiag tng Apxng, o omoiog xpniet
OUVTHAPNONC KaL TTOPOUETPOTIOINONG YLo TO £€t0o¢ 2021. gival o MopaKATw:

E€omALOMOG Kal AOYLOHMLKO

Nocotnteg

FAS2552 High Availability System

2

PowerEdge R630 Server

Dell Networking N4032F

Cisco 880 Series Integrated Services Routers

Microsoft Windows 2012 R2 Application Servers

MS SQL Server

MS SQL Server Bl

Linux (Portal, SSO, Proxy)

QNAP NAS

RPIORININFPLPINW

MS Windows Server

=
~

MS Exchange

MS File server

MS Domain Controllers

Veeam Backup Essentials Enterprise

VMware vSphere 5 Enterprise

Cisco 1921/K9

Cisco Catalyst 3650 24 Port PoE 4x1G Uplink IP Base

Cisco 2960-X 24 Port Catalyst 2960-X 24

Cisco 1700 Series I0S WIRELESS LAN

Fortinet 90E

N AOAINIRIRININIDIN|E

OptiPlex 9020

Latitude E5440

Latitude E7440

Aettoupykd cvotnua Windows 10

Lexmark CS410dn

Fujitsu Fi-7160

Lexmark X860de4

HP 3005

HP 3010

HP 1515

ESET

APC Smart RT 6000VA
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MEPIFPA®H TQN NPOAIATPAOQN TON NAPEXOMENQN YMHPEZIQN.

AKoAoUB0OUV oL TEXVIKEG TIpOSLAYPAdEG UTINPECLWV KOL ATOLTCEWV:

Ynnpeoieg cuvtipnong Anaitnon
‘EAeyxog opBn¢ Aettoupylag evepyoU €OMALOUOU CUOTNUATWY SIKTUOU KAl TNG
Slaolvbeon Tou. NAI

Awatipnon/ cuvtrpnon thAsemwowwviakou Kot mAnpodoplokol €omhiopol.
MapakoAouBnon, evnuEépwan KoL UTIOOTHPLEN SIKTUOKWY CUOTNUATWY
(aodalela, anddoon kal aflomioTia) yia tnv eUpuBUN AslToupyia Kal
EMKOWVWVIA TWV cuoTNUAtwv. To meptBallov SIKTUOU Kal TnG AEIToupyiag Twy NAI
ouokevwv Bplokovtal (a) oto kévipo dedopévwy tou YMAIO kat (B) ota
ypodeia tng Apxng.

MapakoAouBnon, evnuépwan Kal mopouaciacn MAnpodopLwy yla TtV

. . , . NAI
Katdotaon tou SIKTUOoU Kal TNV KaAn Tou AELtoupyia.
Evépyeleg 610pOwaong kat emavaplBuLoNg Tou CUVOAOU TOU SIKTUAKOU NA|
efomAlopoU (router, firewall, switch) tng Apxng 6tav auto amaltteital.
MapakoAouBnon Kal EMKOLPOTOLNGN TWV AOYLOULKWY TwV SLaXelpl{OUEVWV
CUOKeEUWV. TL.X. Evépyelec avapaduiong firmware Twv cuokeuwv SIKTUOU, NA|

€\eyxo¢ KaANg AeLtoupyeiog Tou UPLOTALEVOU AOYLOULKOU, TTapaETpOTIOlNGoN
ocUUPWVA HE TIG TPEXOUOEG AVAYKEC K.ATL.

MapakoAouBnaon KoL cuvtApnon yLa tTnv KoAR kot opbn Asttoupyia tou
CUOTHAHATOC autopatng AnYPng avilypddwv acpaleiag Tou Aettoupylkol Twy
€lKOVIKWY pnxoavwv (Virtual Machines) kat Twv Bacswv dedopuévwy,
OQUTOMOTOTIOLNIEVN LETAPOPA TWV avTypadwy acpaleiog otoug NAS tou NAI
Kévtpou Asdopévwy Tou Youpyeiou Kat ota ypadeia e kaBnuepvod éleyxo
OTIWG KL TNV TapakoAoUBnon Kal EMLKALPOTIOINGN TOU 0TO AOYLOULKOU
Aettoupylag tou. MpooBrkn emumAéov dedopévwy avilypdadwy aodaleiag.
MapakoAouBnaon KoL CUVIAPNGON TWV EKOVIKWY UNXOVWY, TWV EEUTINPETNTWY
KOLL TWV SIKTUOKWY CUCKEUWV KOL TWV AELITOUPYLKWY CUCTNHUATWY UTIOOTNPLENG
TWV ELKOVIKWYV HNXOVWV oTo KEVTpo Sedopévwy Kat ypadeiwy Tng Apxnc.
Evépyeleg S10pBwaong emavapuBuULoNG Kol EAV amaAlTETAL TOPAPETPOTIOLNGN NAI
oTo TAaiolo tTnN¢ eUPLBUNC Asttoupyiag (BeATiwon Kal ATOTEAECUATIKOTNTA)
tou OAokAnpwpévou NMAnpodoplakol EBvikoU Zuotiuatog Moldtntag, mou
Aeltoupyel ota mAnpodoplakd cuctApoTa ThG ApXNAC.

‘EAeyxog, ouvtrpnon kat puBULON TWV CUCTNUATWY o€ 0pBN Asttoupyia oe
nepimtwon PAAPNG r SucAettoupyiag n onoia dev adopd mPOBAnUa UALKOU
(hardware), oute og mpoBAnua Anéng adslwv Asttoupyiog, aAAd o mpoBAnUa
AELTOUPYIKOU cuaTUaToC, opOng mapapetponoinong  aAAoyng omaltroswy NAI
Aewtoupyliac. Evnuépwaon tng Apxng yla mpoBAnua mou adopd to UALKO
(hardware) Twv mAnpodoplakwyv CUCTNUATWY YL TNV AUEON emiluon Tou
npoPANnuarog f enikeipevn AnEn adelwv eyylunong cuCTNUATWV.
AvaBaBuioslc kal cuvtpnon AELITOUPYLKWY CUCTNUATWY UTTOAOYLOTWV
ypadelou KAl EYKATACTACH TWV AMOLTOUUEVWV EVNUEPWOEWV acdaleiag.

NAI

AvaBaBpuioegig BIOS Twv untoAoylotwy ypadeiou dtav anatteital. NAI
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AvaBaBuion, ocuvtipnon KaL EVNUEPWON TWV TIPOYPOUHATWY 08yNnong Twv
CUOTNUATWY KoL TWV MEPLPEPELOKWY CUCKEUWV (EKTUTIWTWY KAl CApWTIWY).
‘EAeyxog aodadeiag UTaPENG KAKOBOUAWY AOYLOULIKWY KOL OVTLLETWITLON TOUG. NAI
‘EAgyxog ylot avemBUuNTeg ebopUOYEC, TTOU TIPOKAAOUV SUCAELTOUPYLA OTOUG

NAI

. NAI

UTTOAOYLOTEG,.
Tuvtrpnon KoAnG AslToupylag Twv UTTOAOYLOTIKWY CUCTNUATWY ypadeiou NA|
oUpdwva pe TIg tpodlaypad£g tng Apxng.
MapakoAouBnaon, puBuLon Kat urtooTtrpLEn KAANg Aettoupyiog Tou
nAektpovikoL taxudpopeiov (Microsoft Outlook) tng Apxng. Mapapetpomnoinon NA|
Tou g€unnpetnti nAektpovikoL taxudpopeiou (Microsoft Exchange Server)
oUUdWVA HE TIC ATIALTAOELS TNG APXNG, OTAV ATIALTETAL.
‘EAeyxog KaANg AelToupylag KAl OVOYKALEG TTOPAETPOTIOL OELG OTOUG EAEYKTEG

. . . . , NAI
Topéa (Domain Controllers) kot oto Active Directory tng Apxng.
EniAen, cuvtrpnon, mMAnpodopnaon Kot mapoUeETpOmnoinon kevipikol UPS pe NA|

3 opadeg tpododooiag

Aueon TexVIKA utootnplén péow tnAedwvou N Internet kal Le HEYLOTO XPOVO
aTOKPLONG EVIOG £EL (6) EpYACIUWY WPWV KAL KATA TN SLAPKELA TNG CUVTHPNONG
KoL KAANG AglToupylag Twv cuoTNUATWY. Z€ epinMTwaon nou anattnbel n NAI
petapacn texvikoL eite oto Kévtpo AsSopévwv tou YMAIO eite ota ypadeia
™ ApXNg, 0 XpOVOG amoKpLoNG AuEAVETOL O OKTW (8) EpyACIUEC WPEC.

AIKAIQMA ZYMMETOXHZ

AKOLWPO CUHUHUETOXNG €XOUV PUCLKA TTPOCWTTA (OTOULKES ETILXELPNOELCS), EAANVEC 1} aAAoSarmol, VoK
npoowna, nuedamd r aAodarnad, pe cuvaPEC AVTIKELLEVO EPYACLWY - UTINPECLWV.

AIKAIOANOTHTIKA 2YMMETOXHZ
O urnoyndlog avadoxog Ba mpenel va umtoBAAeL (et o amokAeLopoU) padl pe tnv mpoodopd Tou:

1. YnevBuvn 8iAwon tou N. 1599/1986 otnv onoia va SnAwvetal otL o uroPrdlog EAaBe yvwan Kat
amodéxetal avermipUAaKkta OAOUG TOUG OPOoUG TNG TMapoucag TMPOCKANONG, n omolo ouviotd
QVATOOTIAOTO HEPOC TNG ouvadBnoouevng cuuPBaocng, KabBwg Kat OTL eyyudtal Thv KaAn Asttoupyia
TWV MANPOdOPLAKWY CUCTNUATWY TNG ApXNC €wg tnv 31.12.2021.

2. Mowiko untpwo 1, eMeiel avutou, wooduvapo yypado mou ekSibetal amd apuodia SIKACTLKNA f
SLOLKNTLKH apXH] TOU KPATOUG-UEAOUG A TNE XWP OGS KATAYWYNG N TNG XWPOG OTIOU €lval EYKATECTNEVOC
0 £V AOYW OLKOVOULKOC HOPEAC A0 TO OTTOL0 VA TIPOKUTITEL OTL SeV €XeL KATOSIKAODEL e apeTdkAnTn
SwooTtikn amddacn yLa To adKAUOTA OTIWE AUTA aVaAUTIKA opilovtal oTig Statdéelg tou v.4412/2016
OTw¢ £xel tpormomolnBel kal WoxUeL: CUMHUETOXN Ot eyKAnUAtiky opyavwaon, dwpodokia, amatn,
TPOUOKPATLKA EYKANLATO f} EYKALLOTA CUVOEOUEVA LLE TPOUOKPATIKEG SpOOTNPLOTNTEC, VOULOTOLNoN
£006WV amod MaPAVoUES SpaoTNPLOTNTEG N XPNHATOSATNON TG TPOUOKPOTIOC KoL TTaLS LK Epyaaia Kot
AAAEG popdEg epmopiog avBpwrwy. H UTIOXPEWGCN MPOCKOULONG TOU WG AVW AMOCTIACLATOC TTOLWVIKOU
UNTpWoU N tooduvapou eyypddou, adopd: o) OTIC MEPUTTWOELG ETALPELWV TIEPLOPLOUEVNC ELOUVNG
(E.M.E.) kaw mpoowrikwv etatpetwy (O.E., E.E., I.K.E.),Toug SLaxelpLoTEC, B) OTIC MEPUTTWOELS AVWVU LWV
etalpelwv (A.E.), Tov AleuBuvovta Z0pBoulo, kabwg kot OAa Ta HEAN Tou Alolkntikou TupBouliou.
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Y& meplmtwon mou dev mpookopLoTtel Moviko pntpwo Ba npénel va katatebel YnevuBuvn AnAwaon tou
Nopou 1599/1986 otnv omoia va SnAwvetal OTL Ba TPOOKOWLOTEL Katd TtV uroypadn Tne cUBaong.

3. BeBaiwon évapénc emtndevpartog and tnv okeiot A.O.Y. and tnv omoia va mpokUTeL N évapén tng
5paoTNPLOTNTAC OTO AVTLKELPEVO TNG TOpoUCOC, KOOWE KoL TO YEYOVOC OTL TOUTN TIOPAMEVEL O LOXU
(amatteital mpoodatn exktimwaon HEow gsis).

4. ®opoloyikn evnuepotnta (tou umtoPndiou yla popeig kevrpikng dtoiknong).
5. AcdaALOTIKA EVNUEPOTNTA (VL0 CUUETOXT O€ SLAYWVLOUO).

6. Ta VoA mpoowna odeilouv va mpookopiocouv OAa ta €yypada amo ta omoio MPOKUTTIEL h
oUOoTaCoN KOL N VOLLUN EKTTPpOocWItnon tou uttoPrdlou avadoyxou, KaBwE Kal n TAPNON TwV OXETLKWV
SLaTUNWOoEWV SNUOCLOTNTAG, LE TLG TUXOV TPOTIOTIOL OELG TOUG.

'OAgg o Katd Ta avwTEPW UNEUBUVEG SNAWOELG, Ba TPEMEL val ival VOULLWG UTTOYEYPAUUEVEG KOl
OewpnUEVEG WG MPOG TO YV oo TG urtoypadng and AT, KEMN | péow gov.gr.

H npoodopd Ba mpémnel va mep\apBAveL aVOAUTIKA TIC UTINPECLEC TTAPOXNC UTINPECLWV LE TIUEG XWPLG
Kal pe OMA, cupnepAapfavopévwy Kal Aomwy Kpatnosewv. OL OXETIKEG UTNPECLEG cuvtpnong Ba
napacxeBolv eviog e€nfvta (60) epyacipwy nUepWVY amo Thv urmoypadn TG cuUBacN, evw n eyyunon
KA Aettoupylog Twv mMAnpodoplakwy cuoTUATWY TG ApxNg Stapkel £wg kat tnv 31/12/2021. H
npoodopd cUVOALIKA Sev TIPETEL VAL UTTEPPALVEL TO TTOCGO TWV SEKA £§L XIMASWV Kot SLaKkociwv EVpw
(16.200€) oupneprappavopévou MMA kal AoUTwy KPATHOEWV.

H darmavn 8a Bapuvel tov AAE 2420389001 TOU €yKEKPLUEVOU TAKTIKOU TPoUmoAoyLopol TnG ApXng
yla to £€tog 2021, cbudwva pe tnv urt’ ap. mpwt. 20991/31-03-2021 (AAA: WAIXA6MN1K-602)
avainyn unoxpéwaong moocou 16.200 supw Kal dev katovoualetal otoug urtoloutouc AAE.

H avabeon tng mapoxng unnpeowwv Ba mpaypotonolnbel pe kpitiplo tnv mAéov cupdEpouca amo
TEXVIKAG KoL OWKOVOULKNG amoPewg mpoodopd. MpoodopéC TMOU ATOKAIVOUV OO TIC TEXVIKEG
nipoSlaypadE Kal amattioeLg mou TiBevtal amo v Apxn Kol amo To cuvoAlko UYog tng damavng
Bewpouvtal Un anoSeKTEG.

OL evSladepopevol pmopolv va UoBAAouv TG TPoodopEC TOUG NAEKTPOVIKA otn Sitevbuvon
itsupplies@ethaae.gr | TaxubpoIKA o€ KAELOTO odppayLlopévo dpdakelo £wg tn 08/07/2021 Kol wpa
15.00.

Ztnv npoodopd Ba MpEMEL va avaypadeTal pnta:
1. Ot o umoyndlog €éhafe yvwon kol amodéxetal avermipuUAakta OAoug Toug Opoug TNG
napoloag pockAnong,
2. OTLO XpOVOG OIOKPLONG TWV TPOSPEPOUEVWV UTINPECLWV KOL OL UTINPECLEC Ba elval cUUdwVEG
LLE TOUG OPOUG KOl TIC TtpoSLaypadEg ou meplypddovial oTtnv mapoloo TPOcKANon,
3. OTLN mMOpOoX UTINPECLWV CUVTAPNONG TWV TIANPOdOPLOKWY UTIOCUOTNHATWY TNS ApXNG Oa £xeL
oAokAnpwBel evtog e€nvra (60) epydoiuwy NUEPWV amod tnv unoypadr TG cUUPAONS KAl N
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npoodePOUEVN €yyunon KaAng Asltoupyilog Twv TANPOodOopLAKWY CUCTNUATWY Ba €XeL oYU
£wg kaw 31/12/2021,

4. Ot anodéxetal tnv £€kdoon TIHoAoylou emi TMIOTWOEL Kal TNV €€OPANCT TOU eVIOG eUAOYOU
XpovikoU dlaoTtruatog He 6poug kat dedopéva mou oxlouv yla to EAANVIKO Anuooto.

Mo v elonpagn Tou TIHARAtog o Avadoxoc, Hall Le Ta VOULUA TIApaoTATIKA TIou TIpoBAETOVTAL Ao
Ta EAANViKa Aoylotika Mpotuma, Ba umtoBalel dopoloyiki Kot achaALoTIKN EVNUEPOTNTA, EHOCOV
arnouteltat.

H untoPoAn npoodopdg amotelel kat SAwon anodoxrg Twv Opwv Kal podlaypadwyv TG mapoloag.
Elpaote otn duaBeor) oag yla onotadnmote Sleukpivion.

Me ektipnon,

O Mpoedpog tng Apxnig

KaBnyntic MeptkAng A. MATKog
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