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ITAnpogopieg : Baoiletog ITanaPaoctieion
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O¢pa: «IIpooKANOCN UNOBoANG MPOCPOPAg yia NPopndeia Aoy1op1KOU npootaciag ano 1oug

Kal MAPOX1G UNMNPECLAOV unootnpi§ng yia duvo (2) tn».

ANAGETOYZA APXH EAAHNIKO AHMOXZIONOMIKO
ZYMBOYAIO

KPITHPIO KATAKYPQXHX H rmAéov ocuppépouca armd Oo1KOVOULIKL] Artoyr)
Bdoelr tiung mpoogopa

TTEPITPA®H YITHPEXIAX Aoylopko mpootaciag arno 10Ug Kat IIapoxt)
UnNpeo1ev urootpidng ya &uo (2) €

CPV 48760000-3

ZYNOAIKH TITPOYIIOAOTIZ®EIZA AATIANH 5.500,00 €

AIAPKEIA TTPOXPOPAX 180 HMEPEY

KAE 7123

ATTODPAXH ANAAHWHY YITIOXPEQXHX 808/01.09.2023 (a/a 63)

AAA 603W465AW9-90I1

TEXNIKEZY ITPOAIATPA®EY ITAPAPTHMA I

ENTYIIO OIKONOMIKHE ITPOX®OPAX I[TAPAPTHMA II

To EAANViko Anpootovopiko Xupfoulio (E.AZ.), AveSdptntin AlowknTiKY ApXr), 1
oroia €xe1 ouotaBei duvaper tou v. 4270/2014 (P.E.K. 143/A') «ApxEg
onuooovopkr¢ draxeipiong Kat emomnteiag (svowuatwon g Obényiag 2011/ 85/ EE)
- 6nuooto Adoyrouko kar alldeg Sraraleigr, mpokeEVOU va 1ipofel otnv rpourBeia
Aoylop1KOU 1rpootaciag aro 10Ug Katl IapoXr)] UINPeol®V Urootrpi§ng ywa duo (2)
€1, oup@®va PE TS TEXVIKEG ITpodlaypa@Eg ITOU ava@ePOvIal OTo
IMapaptnpa I, ouvoAdikng skupopevng darnavng éwg # IIENTE XIAIAAEZ
IIENTAKOXZIA EYPQ # (5.500,00 €) ocupnepldapfavopévou P.I1.A., kai
€Xovtag urnowyn ot n avabeon kat eKtEAeon g rpour)0etag B6a dienetat ano v
Keipevn vopobBeoia rat g kKAt e§ouctodotnon autr)g ek800eioeg KAVOVIOTIKEG

PAgelg, OMWG10XUVOUV KAl 1810g:
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. Tov.4270/2014 (PEK 143 /A'/28.06.2014), 611G 10XUel APXEG ONULOOIOVOUIKTIG

Swaxeipong kair emomteiag (svowuarwon g Obnyiag 2011/85/EE) - énuoowo
Aoyrotiko kar aldeg braraleigr,

To v. 4412/2016 (PEK 147/A’), onwg 1oxuvel, Anuooeg XyuBaoceg Epyov,
IlpounBsciov war Yrnpeowv (Ilpooapuoyny oug Obnyieg 2014/24/EE kai
2014/25/EE)» xat 1ding 1o apbpo 118 autou,

Tov N. 4624/2019 (®.E.K. 137/A"/29.8.2019), éniwg 1oxvel Apxt) I[Ipootaociag Acbopusvav
Ipoowmikov Xapaktrpa, ustpa spapuoyng tov Kavoviopouv (EE) 2016/ 679 tou Evupwraikou
KowofBouvliov kar tou ZupBouvdiov g 27n¢ Ampiliov 2016 yia v mpootaoia v QUOTKOU
mPOOWTOV gvavt g enelepyaoiag 6e60UEVOV TPOOWDTIKOU XAPAKTHPA KAl EVOROUATDON 0TV
gOuikry vouoBeoia g Ob6nyiag (EE) 2016/680 wou Euvpwraikou Kowofouldiou kar tou
ZuuBouvdiov g 27n¢ Anpidiov 2016 kar alleg Srataeigy.

Tov N. 4727/2020 (®.E.K. 184/A'/23.9.2020), onwg 1oxuvel, «¥neiaxn AwaxuBéovnon
(Evowuatwon omv EAAnuikr) NouoOeoia tng Obnyiag (EE) 2016/ 2102 kar tng Obnylag (EE)
2019/ 1024) HAexkpovkég Emikowavieg (Evooudrtwon oto EAAnvucd Aikaio tng Odnyiag (EE)
2018/ 1972) kar aldeg draraleigy ,

Tov N. 4961/2022 (®PEK 146/A'/27.07.2022), oniwg 10xUel, «Avadudusveg texvoloyieg
TANPOPOPIKYC KAl ETUKOWOUIOV, EVIOXUOT NG wneaxng StakuBéovnong kar addeg diataleigy,
To IT.A. 80/2016 (PEK 145/A'/05.08.2016), 6110G 10XVl (AvaAnywn YMOXpeWOoe@v
amo g SlataKieg,

To II.A. 205/1998 (PEK 163/A'/15.07.1998), onwg toxuvel «[Igpi opiopovU tou
TIEPLEXOUEVOU KAl TOY XPpOvou evapfews tng spappoyng oy Klabukou Aoyiotikou

2xeblov Nopkav I'lpooonwv Anuooiov Aikaiow,

Tig ur’ ap1O. pwt. 33972EE2022/14.03.2022 (PEK 177 /YOAA/14.03.2022) ka1

11287EE2020/30.01.2020 (®EK 66/YOAA/31.01.2020) Arnogpdoslg 6lopiopou
g I[Ipoedpou kat twv MeAdwv tou A.Z. tou E.A.X. tou Yrtoupyou O1KOVOUIKGOV,
Tnv ur’ apB. npwt. 746/11-07-2018 Kowvr] Arto@aon tou YrioupyoU O1KOVOUIK®V
kat IIpoedpou EAAnvikou Anpootoovopikou Xupfouldiou «&yvdpourn otnu
AvefaptnnAwowmnurny Apxny “EAAnuviko Anpoowovoutko Zupfoviwo” (E.A.X.) and v
I'suikn AwvBOuvon Owovouitk@v Ynnpeowdwv tou Ymoupyeiou Owovouikovr (PEK
3092/B'/30.07.2018),

Tov Eowntepikd Kavoviopo Asttoupyiag tou EAAnvikou Anpootovopikou Zupfouldiou (P.E.K.
4196/B'/19.11.2019),

Tov Kavoviopo Owovopikrg Awaxeipiong tou EAAnvikou Anpootovopikou Zupfouliou
(®.E.K. 3632/B'/01.09.2020),

Tnv ur’ apB. npet. 19305/14.06.2019 eykurAio tou Yroupyeiou Wnelakrng
AaxkuBépvnong «Eyxelpidio KuBepvoaopdaldeiag (Cybersecurity Handbook)»,

To ur’ ap®. mpeot 17728/04.06.2021 Eyxepidbio 1wmg EOvikng Apxrg
KuPepvoaogdaleiag «Eyxelpidio KuBepvoaopdaleiag (Cybersecurity Handbook)»,
Tnv anogaon tou Aloiknukou Zupoudiou tou E.AZ. eri tou 3ou B¢patog tng urt’

ap®. 05/06.05.2019 ovvedpiaorg tov (AAA: 64XE465AW9-EEH) «Eyxpion Nopikov,
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Opyavotikov xar Teyvikov uérpov evapuoviong ue tov Tevikd Kavovioud Ilpootaociag
Ipooomkwv Aedopévav mpog eVopuaTwo 0Tovg kavoviopods Tov E.A.Z. ka1 évapdn epappoyng»,
15.Tnv anogaorn Tov Atokntikov ZoppfovAiov tov E.AZ. et tov 4ov O¢patog g v apid.
08/21.07.2023 Zovedprdoemg Tov,
16.Tnv anogaon tov Atokntikod ZopPovAiov tov E.A X, errt tov 9ov Oépatog g v’ aptd.
08/21.07.2023 Zovedprdoewg tov (AAA: 9601465AW9-NE7) (AAAM: 23REQ013390225),
17.Tnv o’ apB. npwt. 808/01.09.2023 (a/a 63) Anogaocn AvAAnyng YIoxpe®ong
(AAA: 603W465AW9-901) (AAAM: 23REQ013391820) xat

18. Tnv avaykn ywa tnv npoprnBeta AoylopikoU npootaciag and 1oug.

ITpotiBetatl va avabéoetl To avtikelpevo tng IapovdOoAg He Ta MAPAKAT® OOVOIITIKA OTOlXeld:

Eidog II/Y (oc €) CPV

AOYIoU1KO6 Tipootaciag arnd 10Ug Kat TIapoXT) UTNPECIHV UMtootrpigng yia 5.500,00 | 48760000-3
6uo (2) &n

Tov Avadoxo Papvvoov ot vIep TPLTOV KPATHoels, ®¢ Kat kKabe aAAn empPapovor),

OLpP®VA pe TNV Kelpevn vopobeoia, pn ooprephapPavopévoo O.IT.A.

A. XPONOZX — TPOITOZ YITOBOAHE ITPOZPOPAX
H nipoo@opd Ba artootalei pe prjvupa nAeKipovikng adAndoypagiag £¢wg kat tnv Ilapaockeun

22 ZenmtepPpiov 2023 oy Sievbuvon nAekrpovikou taxudpopeiou papavasiliou@hfisc.gr

e Koworoinon oto supplies@hfisc.gr.

H ertionpun yA®wooa tng rnpoo@opdg sivatl n eAANViKn.

B. ITTIEPIEXOMENO TTPOXZ®OPAX
O mpoo@epwv opeidel padi pe v mPoo@opd TOU va dArtooteidel 0 NAEKIPOVIKI] HOPQT)

UTIOXPERDTIKA TA KAT®O1 dikatodoynuika:

i.To ¢vturo Owovonkrg Ilpoogopag tou Ilapaptrpatog II tng nmapovoag, cUPIAnPeIEVO
KAl UTTOYeypapévo aplodimg.

ii.YrtevOuvn AnAwon tng rtap. 4 tou dpbpou 8 tou v. 1599/1986, onwg eKAOTOTE 10XUEL,
otnv oroia Ba avaypdagovtatl ta otowxeia g IIpookAnong ExkdnAwong Evdiagpépoviog
otnv ortoia ouppetexel kat Oa dnAavetatl ott: rmAnpot tig rpovinodeoeig tou v. 4412 /2016,

OTIG 10XUVEl, Katl e1d1kd ot 8¢ PBpioketatl oe pia anod 11§ Kataotaoslg 10U apBpou 73 1tap.

1, 2 xat 4 kat tou apbpou 74 ywa TS OIOiEg Ol OIKOVOMIKOL @opeilg artokAsioviatl 1
HIopoUuV va aroKAe1oBoUv KAl 0Tl MANPOl Ta OXETIKA KPUINpla €rmAoyrg, Td Oroia €Xouv

rabBopiotel ouppova pe 1o apbpo 75 (eyyeypappévol oto oikeio EmpeAnnpto).
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O1 owkovopikol @opeig Ba mpémnel, Xwpig urnaitta raBuotépnorn va Imapéxouv otnv
avabeétouoa apxr] 0Aa ta H1KAl0AOYNTIKA KAl £yypa@d ITOU ava@EPOUV OtnVv ureubuvn
OnAwon tng rap. 4 tou apBpou 79 tou v. 4412 /2016, OrtwG 10XUEL, £POCOV ToUTOo {ntnOei
artd v Avabgtouoca Apxr), Tooo katd 1 dwadikaocia ocuvayng tng ouvpPaong, 600 KATA

TNV €KTEAECT AUTNG KAl

iii. YmeuBbuvn AnAwon tng rtap. 4 tou apbpou 8 tou v. 1599/1986, oOnwg eKAOTOTE 10XUEL,
otV oroia Ba avaypagovtatl ta otowxeia g I[IpooxrAnong ExkdnAwong Evdiagépovtog otnv
oroia ouppetexel kat Ba dnAoveratl ot
. N POOo@OoPA ouVIAXOnKe oUpP@EVA Pe TOug Opoug tng rapovoag IIpookAnong xkat

0Tl arod&xovial averpuiaxta toug 0poug g,

. Ta otowxeia otnv mpoo@opd eivat aAnbn kat akpiPn,
. Oa MPOOKONICOUV Tad ATIAITOUHEVA H1IKATIOAOYNTIKA KATAKUPK®ONG.
H IIpoedpog
MuaouAn Avaoctacia
AKPIBEZ ANTITPA®O

H Ilpoiotapévn tou Turjpatog Atoiknukng Yoot pi§ng

PARASKEVI SIDIROPOULOU
15/09/2023 11:52

[Tapaokeur] Z18nportovAou
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ITAPAPTHMA 1

TEXNIKEY TTPOAIATPADEY

A/A

IMeprwypaen / Texvikég Ilpodriaypagig: Adeieg xprjong Aoylopikov npootaociag
amno 100g (Antivirus)

Ynoxpewtikn
Anaitnorn

Tevika

NAI

11

ITTAr\6og adeimv

50

1.2

Audpketa kaloyng (€tm)

2

1.3

To ovomnpa mpootaciag Oa mpémel va €xel MOTOIOINON TOL aAveSapTTOL
opyaviopod AV-Comparatives “Bussiness Security Approved” xat “Real World
Protection Advanced” xat’ eAdxiotov, yia ta tehevtaid 2 €1 TOLAIXIOTOV.

NAI

14

To obotpa Oa mpemnet va £xel MOTOHoiNor Tov avesapttov wvotttovtov AV-TEST
GmbH, “Approved Corporate Endpoint Protection - TOP Product” xat” e\dyiotov ta
tedevtaia 2 £m

NAI

KovooAa Aiayeipiong

NAI

21

Kevtpikr) kovoola Siayeiptong pe dvovatotnta TOMIKIG eyKATAOTAONG KAt
Aettovpyia oe cloud

NAI

2.2

Emokornorn) og Ipaypatikd xpovo yid OAd Td TEPHATIKA: DIIOAOYIOTEG,
OlAKOPIOTEG, ELKOVIKEG PNYAVEG, dlayelpl{OPEVEG KIVITEG ODOKEDEG

NAI

2.3

Avtopatiopog Evepyeiov/ Epyaciov

Anpovpyia opdoémV Iov PIoPoLY VA TASIVOROLY TEPHATIKA J1e B0 TV Tpéovoa
Kataotaor) toog 1) kabopopéva kprtpa. I[Ipoypappatiopog epyaciov aote va
£VEPYOIIOLODY EVEPYELEG OTIMG OAPMOELS, AAAAYEG ITOAITIKI|G T

£YKATAOTAOELG/ AeyKATAOTACELG AOYIOHIKOD.

NAI

24

Avvapikég kat [Tpooappoopéveg avagopes.

Evoopateopéveg avagopég kat dovatotnta dnpovpylag Sikov pag.
TIpooappoyr) Tov avapopmv copeeva pe Tig avaykes. [poypappatiopog
SnpovPYiag TOV avagop®V KAt AarIooToArg 1éowm email o mpoypappatiopéva
Xpovikda drtaotipatd.

NAI

25

Aogpdalera npooPaong RBAC

Na Swabéter ovotnpa dwayeiptong npooPdaocemv Role-Based Access Control yia
AemTopEePr) EKXOPNOL OIKAOPAT®V SLAXELPLOTL] KAl XPI|OTr KOVOOAAG o€
OLYKEKPHEVEG OPLAOEG DIKTOOV, OPADES AVTIKELPEVRDV.

NAI

2.6

Avvatotnta npooacng KOVOOAdG pe EAeyX0 TADTOTITAG HOAATIADV IAPAYOVI®V
(MFA)

NAI

2.7

Aernrtopepr|g Eeyyog IToAttikrg
Op1op0g IOMTIK®V Y1d DIIOAOYLOTH], Y1 Opddd 1) DIIOOUAdA e KA POVOHIKT)
£QAPOYT| OTIG DITIOOUADEG,.

NAI

2.8

Awayeipion kivntov ovokev®v (MDM -Mobile Device Management) oo va
Kalvnotet ovokeveg Android kat Apple.

NAI

29

AUTOPATOIIOUHEVEG EVI|HEPDOELG EKOOOEMV TG KOVOOAAG dlayeiplong.

NAI
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210 Amnobfetrpro YAopikov/ Aoytlopikod (Hardware/Software Inventory) Evtomopog
: Kat IPOPOAr] IANPOPOPI®V yid OANEG TG EYKATEOTNHEVEG EPAPPOYEGAOYLIOPKOD NAI
OTOV OPYaVIoHO, aAAd Kat yia to eykateotnpévo hardware.
Ymioot)pi&n SIEM kat SOC
211 Na vnootnpiCet ta epyaleia SIEM kat va propet va e§dayet Oheg Tig NAI
: IANPOPOPLleg KATAYPAPIG OV evPeng armodextr) poper) JSON 1) LEEF/CEEF,
emtpénovtag myv evooudtoon pe ta Kévrpa Emyeiprioeov Aogaieiag (SOC).
3 Tonot TEpPATIK®V MOD MPOCTATEDOVTAL NAI
3.1 | Ilpootaocia bIoOAOYIOTOV, SIAKOPIOTOV, POPNTOV KAl KIWVITOV TEPHATIKAOV. NAI
Ynootnpwopeva Aegttovpylkd Zvotjpata: Microsoft Windows, Linux, macOS,
3.2 i NAI
Android, iOS.
Tlpootacia @uowkov kat ekovikev Teppatikev  (Physical, Virtual) oe
3.3 \ NAI
n\atgoppeg Hyper-V, Vmware.
3.4 | Ilpootacia dwaxoptoty aAAnioypagiag Exchange Server 2016. NAI
3.5 | Ilpootacia Siaxopot apyeiov Microsoft File Server 2012 R2. NAI
4 Texvoloyieg ac@aleiag-Evotnteg mpoAnyng NAI
41 | Ilpootaocia amd OAOLG TODG TOIIOVG LWV KAl KAKOBOVAGV AOYIOHIK®V. NAI
4.2 | Ilpootaoia amo embBéoeig tomov File-less. NAI
ITpootaocia amo embeoetg TOIOL exploit pe eotiaon oe TeXViKEG eEKPETANAEDONG
4.3 . , : . . NAI
KeveV ac@aleiag oe dnpo@ileig epappoyég AoylopKoo.
44 | Avayveplon Kat IpooTacid dIio daretég KOLITOYPA@Pnong tornov Ransomware. NAI
Ilpootaocia ano ame\ég mov expetalevovtal eonabeteg diktvov (Network
4.5 Attack). NAI
4.6 | Ilpootacia amno embBéoeig tonov Brute Force Attack. NAI
4.7 | Evtomopog kat npootacia ard oovoéoelg Botnet kxat C&C. NAI
4.8 | Ilpootaoia email: Antispam, Anti-malware, Anti-Phishing. NAI
4.9 | Evoopatopévn Aettovpyia Sandbox. NAI
4.10 | Evoopatopévo teiyog npootaoiag (Firewall). NAI
4.11 | Ilpootaocia and dradiktvakeg amedég. URL/Content web filtering/ control. NAI
412 Avixveoon DIIOIITG COPIIEPLPOPAS € TNV HAPAKOAOLONOT) TG SPAcTNPLOTTAGTOY| NAI
i OLOTIPATOG,.
Evoopatopévy texvoloyla TOMIKIG Kal OWKTOLAKI)G HNXAVIKAG ekpdabnong
4.13 . . NAI
(Machine Learning).
4.14 | Aemtopeprig avahvor Root Cause pe ammotonmor g aAvoidag yeyovotmv. NAI
4.15 | Awayxeipion ovokevwv (Device Control). NAI
4.16 | Awayeipion epappoyav (Application Control). NAI
417 Alaxeiplorn) evipepmOoe®V AOPAAELAG KAt eDITADEIOV y1d AEITOLPYIKA CLOTPATAKAAL NAI
: epappoyég Windows xat Linux (Patch Management/ Vulnerability)
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IIAPAPTHMA II

ENTYIIO OIKONOMIKHY ITPOX$POPAY

Tormog, nuepopnvia
ATIO: Ztoixeia O1KOVOUIKOU (opEd

[MPOXZ: EAAHNIKO AHMOXZIONOMIKO XYMBOYAIO (E.A.X))

®EMA: Owovopwkry IIpoogopa vyia tnv mnpopnBeita AoylopikouU
npootaciag amno 10Ug KAl IIApoXr) UMNPECl®V Unootnpi§éng yia duo
(2) €1n.

AIAPKEIA IXXYOX OIKONOMIKHYE TITPOX®OPAXE: 180 npuépeg amo tnv
EMOPEVI] TNG NHUEPOUNVIAG ATTIOOPPAYIONS TV IIPOCEPOPOV.

Me tnv mapouoa Tpoo@opd SNAG®V® T CUPPETOXT] pou otnv IIpdokAnon

ou EAAZ. pe ap. IPOT.teeeeeeeiieennn.. yla v avabeon g naparat®
unnpeoiag:
ZYNOIITIKH IIEPITPA$H TIMHMA
XQPIX ¢.I1.A. ME $.I1.A

Aoylopko mpootaosiag arto 1oug,
ouprePIAAPPaAVOEVRV TRV UTIPECIOV
unoot)p8ng ywa 6uo (2) €n

2YNOAIKH AEIA TMHMATOZ

(eSouorobotnpuévn
uroypa@r] Kat oppayida)
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