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MNPOIKAHIH EKAHAQIHZ ENAIAQEPONTOZ

OEMA: YnofoAn npoodopd yia tn cUpBAcH MOPOXAG UMNPECLWV: Mo TNV AVOVEWON TWV ASELWV Kot
tnv untootrpL§n touv Aoylopikou «EASIS (BASED ON IBM QRADAR)», StapKetag evog £toug (2024).

‘Exovtag umoyn:

1. T Slatdéels:

Tou v. 4412/2016, (A' 147Anpdoleg Zuppaocels Epywy, MpounBewwv kat YINPECWWY (TPOCOPUOYH OTIC
06nyieg 2014/24/ EE ka1 2014/25/EE)

Tou v. 4270/2014, (A' 143) «Apx€G SNUOCLOVORLKAG Slaxeiplong kat emomntelag ( evowpdtwaon tng 0dnylag
2011/85/EE ) — 6nuooo AoyLoTiko Kot GAAES SLatAgeLg.

Tou edad. B) map. 4 tng Yrom. Z5, tou N. 4152/2013 ( A 107 ) «TuvoAhayEg METOEY ETUXELPHOEWY KOt
dnuociwv apxwv»

tou M.A. 80/2016, (A" 145) «AvaAnyn UTIOXPEWCEWV ATTO TOUG SLATAKTESY .

— TouVv.4727/2020, (A" 184) «Wndrakn AtakuBépvnon ( Evowpdtwon otnv EAAnvikry NopoBeaia tng 0dnylag
(EE)2016/2012 kaitng O8nylag ( EE) 2019/1024 ) HAektpoViKEG EMikowwvies ( Evowpdtwon oto EAANVLKO
Atkato tng O6nylag ( EE ) 2018/1972 ) kat AANEG SLatAgeLg».

— Tou v. 2161/1993 (A'119), (A" 74) «Tpomomnoinon kat cupmAnpwon twv dlatdéewv tou N. 1729/1987
KatamoAéunon tng 61ad60ong Twv VApKWTIKWY, TPOooTaoio Twy VEWV Kal GAAES StaTdEeLcy .

— Tou N. 4139/2013 nepl e€aptnoloyovwy ouoLwy Kot AANEC SLaTALELG

— ¢ u’ apBu. AYI6/MM/owk.104741/2003 kowng amodaong Twv Ymoupywv Eocwtepikwy, Anpoolag
Aloiknong kat Amokevipwong - Yyeiag kat Npoévolag pe titho: «Eowtepikds Kavoviopog Asttoupylag tou
Opyaviopou katd twv Napkwtikwy (0.KA.NA.), (B 1603).

2. TnvAnodoon oplopol HeAwyY oto AlotknTiko ZupBoUAL0 Tou Opyaviopou Katd Twv Napkwtikwy (QEK
Ap. dUANou 113/ 09.02.2023 / Telxog Y.0.A.A. — ApBu. T43/5080).

3. Tnv anddaon tou Bépatog 3 tng 4/13-02-2023 cuvedpldoews tou AX tou OKANA mepi mapoxng
e€ouolobotnong otov Mpodedpo tou AL tou OKANA yia €ykplon okomupotntag cuvayng cupBaoewy
npopnBetag ayaBwy Kal mapoxng UTNPECLWY.

4. To 68339/04-12-2023 npwtoyevég Altnua tou TuRpatog MAnpodopikng

5. Tnv 8662/06-12-2023 Anddpaon AvaAndng MoAuetolg Ynoxpéwaong moocou Uihoug 19.840,00 € amnd
tov AplBud Aoyaplacpol 6103a tou TPOUTOAOYLOMOU TOU OLKOVOMIKOU €toug 2024 pe AAA
9ATY4690QP-E=9.


ΑΔΑ: 6ΔΓΡ4690ΩΡ-4ΓΨ


e T

AAA: 6AIP4690QP-4I'Y

Tnv avaykn yta tTn cUMBacn Mapoxns UINPECLWY: MNa TNV avavéwaon TwWv adewwy Kal TV UTooTAPLEN ToU
Aoylopikou «EASIS (BASED ON IBM QRADAR)», 8tdpketac evog étouc (2024).

O Opyaviopog Katd twv Napkwtikwv (OKANA) mpotiBetat va mpofel otn olvadn ocUppaonc mapoxic
UTINPECLWV HE QVTIKEIPEVO: «TnV avavéwaon Twv adewwv Kat TNV urmoothpLén tou Aoylopikol «EASIS (BASED
ON IBM QRADAR)», Stdpketlag evog €toug (2024)», oUpdwva HE TO OTOLXEIQ TTOU QITOTUTIWVOVTAL OTOV

akoAouvBo mivaka:

Anddaon AvaAndng Yroxpéwong — AAA:

H 8662/06-12-2023 Antodaon AvaAnng MoAuetoug
Yrnoxpéwong moool Ugoug 19.840,00 € amd tov
AplBuo6 Aoyaplacpol 6103a Tou mpoimnoAoylopou
TOU OLKOVOHLKOU €Toug 2024 pe AAA 9ATY4690QP-
E=9

Ektipwpevn afia cupBaonc:

19.840,00€ ocupunephappavopévou tou @.M.A. kat
16.000,00 € kaBapn aia.

CPV

72253200-5

Awadikaoia AvaBeong:

AnevBeiag avabeon

KataAnktikn npepopnvia urntofoAng npoodopwv:

Mévte (5) NUEPEG amd TNV NUEPOUNVia avaptnong
autng oto KHMAHZ

Stadikaoiag yia tnv pe ansuBeiag avabson tng
oupBaong:

Kpitiplo avabeonc: H mAéov oupdépouca amd OLKOVOULK amon
MPoodopa ATMOKAELOTIKA BACEL TIUNAG
Xpovodiaypappa  kat  otabdia  Se§aywyng | - Avéptnon NpdokAnong oto KHMAHS

- NpoBeopia yia tv umoBoAn Tng mpoodopdg

- AfloAdynon mpoodopdg

- 'Exboon Amodaong avabeong

- Aflohdynon SikalohoynTikwy yla TNV avabeon
g ouppacng

- Ynoypadn cUpBacng evidg TPLAVTA NHEPWY ATLO
v ékdoon tng oxeTkng anddaon Avabeong

AlapkeLa Loxvog cuppaong:

Ano 1-1-2024 ewg 31-12-2024

ApBpo 1 - Avtikeipevo Tng cuUBaong

Napoxrc YINPEoLWY, yLa TNV avavéwon Twv adelwv KaL tnv urtootiplén tou Aoyloptkou «EASIS (BASED

ON IBM QRADAR)», 8idpkelag evog €toug (2024)

ApBpo 2 -Texvikég tpodiaypadEg

Nepiypagn Tou ‘Epyou

O Opyaviopog Kata Twv NapkwTikwv (OKANA) eniBupei va npoxwpnoel otny Avavéwon adeimv

Tou Aoyiopikou eASIS (based on IBM Qradar) nou diaBéTel kal Twv Ynnpeoiwv Real Time

Threat Management, nou a@opolv oTnv Ao@dAieia Tou OAokAnpwuévou MAnpo@opiakoU

ZuoTnuaTog (ONZ) Tou, yia éva (1) €roc.
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AVaAUTIKOTERQ,

n napoxn unootnpigng Ba apopd oto Kevrpikd DATA CENTER Tou Opyavigpou, TO 0roio

Bpiokeral aTnv ABriva, eni Tng 0dou ABEpw® 21 (4° GPoPOG) Kal 0 UNOWHPIOG avadoxoc Ba npénel

va IKavorolgi, Pe aitia anokAEIoWoU Tou, TIG NApPakATw Kat' eAdyioTo anaithoeic Tou Mivaka

Tuppoppwong 1.

Nivaka Zuppoppwong I - Avavéwon adsiv Aoyiopikou eASIS (based on IBM
Qradar) ka1 napoxng Ynnpeoiov Real Time Threat

Management.
YNoxXpeWTIKN . MapaTtnpnoeig
Nepiypagpn AnaitTnon :cgg)‘;gg Ynodei§n Texvikmv
anod ®opéa Dulradiov

Ynnpeoieg unooTnpigng

1. Emnoia napakoAouBnon kai
diaxeipion nepioTaTikwy napapiaong
0€ Npayparikd Xpovo 24x7 Je okono
TOV EVTOMIOWO Kal TV avagopa Twv
NEPIOTATIKWV Napapiacng Twv NAI
npoownikwv dedopévwv aTov Dopéa,
HEOW TNG UPIOTAUEVNG UNOBOUNC
eASIS (based on IBM QRadar,
last version)

2. Anuioupyia NpOCAPUOCHEVWY
gevapiwv eniBeanc oTa
nAnpogopiaka cuoTriuaTa Tou dopéa
Baon Twv onoiwv Ba evronilovTal Ta NAI
NEPICTATIKA Napapiaong anod To
AiadikTuo.

3. EAaxiotn puBuanodoaon (O akpifng
apiBpoc eps Ba npoadiopioBei PeTa NAI
TO NEPAG TnG avaiuong).

4. Evnuépwon yla kaBe Meplotatikd
Aodoleiag péow e-mail, SMS,
tAedwvikn KAnon. Ma kaBe
TEPLOTATIKO Ba pEmEL TouAdyLoToV NAI
va avadEépetal n wpa Kat
NUEPOUNVIA, N KPLOOTNTA, Ol

eVEPYELEG EEAAELYNG.
5.  Ynnpeoleg Forensics NAI
6. Threat Intelligence NAI

7.  H 8lepelivnon MeEPLOTATIKWY
aodalelag MPEMEL va yiveTal ano
uTnpPEectag TEXVIKAG vONUooUvNg Tou
bilou kataokevaotr Pe to SIEM.
Na avadepBel kat va avaAuBet
AETTOUEPWG.

NAI
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Nepiypagn

YNoxXpewTIKN
Anaitnon
ano ®opéa

Anavrnon
Avadoyou

Naparnpnosig
Ynodei&n TEXVIK@OV
®uAradiov

Na npoodepbel unnpeoia
QUTOMOTLOMOU KOl EVOPXNOTPWONG
TwV TEpLOTATIKWY aodadeiag Lbiou
KOTAOKEVQOTA UE To SIEM.

Na avadepBel kat avaAuBel
AETITOEPWG.

NAI

Web Portal oto onoio Ba
avadépovtal oL amapaitnteg
TIANPOodopLeC ava TEPLOTATLKO.

NAI

10.

H AvayyeAia BAaBwv & n unooTtrpign
24x7 Ba npenel va unoaTnpieTal Pe
diadikaoieg ekdoang povadikoU
apiBpou BAaBNg (ticket).

NAI

11. O avadoyog oPeiAel va £XEl
oTNV KaToxn Tou
Enixeipnoiako Kévrpo
Aopaleiag (Security Operation
Center) péow Tou onoiou Ba
Napexel TIG OAEG TIG NApanavw
avapePOUEVEC UNNPETIEC
UNoaTNPIENG.
©a npénel va gival NIoToNoINKEVOG HE
Ta npdTuna ISO/IEC
27001:2013, ISO 22301:2019
kai ISO 45001:2018 yia
SlaxeIpI{OPEVEG UNNPECIES
ao@aleiag (SOC).

NAI

12. O Avadoyog Ba npénel pEow Nou
Tou EmixeipnoiakoU Kévrpou
Ao@aleiag (Security Operation
Center) va napéxel YNnpeoieg o
TouAdaxioTov dUo (2) opyaviopoug
Yyeiag,

NAI

13. 'OAa Ta napanavw neplypapopeva
Ba npoo@épovTal and Tov Avadoxo
npog Tov ®opéa yia €va (1) €rog
anod Tnv nUeEpopnvia
unoypagng TNG OXETIKAG
oUpBaong kai o popeag Ba
diatnpei To dikaiwpa TG
avavéwong yia Ao éva xpovo
ME TO i810 CUVOAIKO Tipnpa (eni

TnG kaBapng agiag).

NAI
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YNoxpewTIKN y Naparnpnosig
Nepiypapn Anaitnon :cgg’ngs Ynodei§n Texvikmv
anod ®opéa X dulradiov

14. O Avadoxog Kkal 0l GUVEPYATEC TOU

(unepyoAdpol) deopevovTa :
A. 'OTi 6a TnpoUv andAuTn
EXEPUOEIQ OE ONoIa TUXOV
dedopéva npoownikou
xapaktipa nepiEABouv oTnv
avTiAnyr Toug, Adyw TnG
uAonoinong TG TEXVIKAG
unoaTnPIENG Kal
B. 'OT1 6a nAnpouv kai 6a
CUHHOPP®VOVTAI HE TIG
anaiTROEIG TOU KaVOVIOHOU
GDPR.

NAI

ApBpo 3 - Katdaption kat urtoBoAn ntpocdopds

2e nepimtwon exdnAwong evdiadépovtog, o 0kovopkog dopéag kaheitat va umtoBEAAEL yparnth poodopd
oto TuAua ZupPdoewv, MpounBewy kat Ynnpeowv tou OKANA (ABépwd 21, 104 33 ABrva), Katd TIg
EPYAOLUEG NUEPES

kot wpeg: 8:00 -16:00. H mpoodopd pmopet va katatebei otnv avwtépw SievBuvon npoowmnikwe f Sla
EKTIPOCWTIOU KAl TOXUSPOUIKWG ETTL amoSEiEEL.

O ddkelog tng mpoadopag Ba mpénel va mepAapBavet:

1. Ymeubuvn 6nAwon tng map. 9 tou apBpou 80 Tou v. 4412/2016, HE TNV OTOLA O VOULUOC EKTIPOOWTIOC
TOU IPOCdEPOVTOC OLKOVOULKOU dopéa BeBaLWVEL OTL: o) SEV CUVTPEXOUV OTO POOWTIO TOU 0L AdyoL
anmokAELoHOU TwV ApBpwv 73 kat 74 tou v. 4412/2016 kal B) n mpoodopd Tou TANPOL TIC TEXVIKEC
npodlaypadég kat tou Aoutoug 6poug tng mapovoag MpdokAnonc.

2. Owovoutkn mpoodopd otnv onoia n mpoodepOUeVn T Ba mpémel va avaypadetal oAoypddwe Kat
aplBuntikwe og eupw, pe O.M.A. H mpoodopd unoypadetat and tov npoadepovia. DOpoL, KPATHOELS
uTtEP TPltwy, WG Kat kABe GAAN vopun enBdpuvon Bapuvouv tov Avadoxo tng cuppaong kat Ba
TIPETIEL VAL £XOUV OUVUTIOAOYLOBEL 0TNV OLKOVOULKT TTPOadOopaA ToU.

Ma tn cuvagn cuppaong and tov mPoowpLvo Heldotn Ba INntnBolv Ta €€\C VOULUOTIOINTIKA Eyypada O
LoxV: motomotntikd NTEMH, OEK (§puong etaipeiag, Befaiwon VOULUNG EKTpOoWTNONG, AoPAALOTIKNA Kal
$OpPOAOYLKN) EVNUEPOTNTA KAL ATTOCTIACKA TIOWIKOU UNTPWOU.

Enwonpavon: ocupdwva pe T Statagelg tou edad. a), map. 3 tou dpbpou 120 tou v. 4412/2016, Sev

AapBdavovratl unoyn npoodopEG OLKOVORLKWY GopEwyY, TTOU SEV MPOOKaAoUVTAaL HE TNV Mapouoq, va

unoBdaAlouv npoodopd.

ApBpo 4 - loxUg npoocdopwv:

H npoodopd deopevel Tov MPoodEPOVTA OLKOVOULKO dopéa yia e§fvta (60) NUEPEG amd TNV KATAANKTLKA
nUepounvia utoBoAng npoodopdg oto MAaioLo TG mapovoag NPOoKANGNG.

0 untoPndlog avadoyog pe tnv mpoodopd Tou SECUEVETAL VO UAOTIOLHOEL TO OVTIKELMEVO TNC cUKBAONG, OTOV
NPoSLayeyPAUUEVO XPOVO KaL 0TNV ToLdTNTA Kal eMtineSo ocUpbwva e Toug Opoug TG mapovoag MNpookAnong
ExdnAwong Evéladépovtog.
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EQv n owovouikr mpoodopd unepPaivel to UPog TNG EKTLHWHEVNG agiag tng mapovoag MpoéokAnong Oa
anoppldpBei weg anapddextn.

ApBpo 5 - EktéAeon tng oUUPBaong

H napaAafn Twv napexdpevwy untnpeciwy Ba npaypatononBel and tov unelBuvo Tou TuARuatog
MAnpodopLKAG.

ApBpo 6 — MAnpwun

H mAnpwpr tng untnpeoiag Ba mpayuatonondel epamnag, HETA TNV OPLOTIKY TIOLOTIKN KoL TTOCOTIKA
napoaAaBn , katd ta opllOpeEVa oTo okelo apBpo TN cUpPBacNg, KATOTY EAEYXOU Kol EkkaBApLong Twv
Samavwv BAceL Twv SikatoAoynTikwy ou Ba pookouileL o avddoxog, cupdwva pe TNy map. 5 tou dpBpou
200 tou N. 4412/2016 kat evtog npoBeopiag e€Avia NUEPWY Ao TNV NUEPOUNVia EKTANPWONG TNG
OUMPBATIKAG KAL VOULKNAG TOU UTIOXPEWONG.

ApBpo 7 — Mapoxn Evvopung npootaociog

Omnolog éxel évvopo oupdépov va tou avateBel n und cluvan cupPaocn, unopel va INTACEL TNV akUPwWoN
oXeTkAg MPAéng 1 mapdAewpng tou OKANA kaBwg kal tnv avaotoAr] €KTEAEONG QUTAG, EVWIILOV TOU
Atowkntikov Edeteiou ABnvwy, cbpudwva pe doa opilovral ota apbpa 45 éwg 56 tou m.6. 18/1989 (A'8 ), T0
onoto anodaivetal apeTakARTWES XwPIG va EMTPENETAL N TPONYOUHEVN GOKNON AAANG ELSIKAG akupwong
SloknTkAg mpooduyng. To mapdBolo yla tnv doknon tng aitnong akupwong Kat tng attnong avaotoAng
opitetal (0o pe To évTe (5% ) €Ml TNG EXTIHWHEVNG aglag TG cupBaong.

O NPOEAPOZ A.%.

AOANAZIOZ OEOXAPHZ

Eowtepikn Stavoun:

Mpadeio MNpoédpou

lpadeio AvtimpoéSpou

TuAKa ZupBAacewy NpopnBewwy Kat YIINpeoLwy
Tupo OLKOVORLIKWY YTINPETLWY

Noutkn Yninpeoia
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