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STASY          

 

URBAN RAIL TRANSPORT SINGLE MEMBER SA 

Registered Offices: 67 Athinas street, Athens 105 52 

TIN: 099939745/DOY: KEFODE OF ATTICA 

DEPARTMENT OF CENTRAL SECRETARIAT 

Tel: +30 214 4141173, Email: kgram@stasy.gr 

 

TO : BEEP Mobility GmbH 
Dieselstrabe 5 
3362 Mauer bei Amstetten 
VAT: 
Tel: +46 676 9209224 
E-mail: office@beep-mobility.at 

          

         Info : Anastasios Chrousis 
                          Such:   0030 214 414 1061 
                                                                                             E-mail: achrousis@stasy.grInfo: 

  

SUBJECT: Invitation to tender for the Supply of « Led Tubes » (CPV: 31531000-7) 

 

REF: 1) MR-425301 

2) Undertaking decision ADA: 68Ξ1ΟΡΛΟ-041 

 

1.  Scope of the contract 

 

The company URBAN RAIL TRANSPORT SINGLE MEMBER SA (hereinafter referred to 

as STASY) invites interested parties to submit their financial offer for the Supply of Led Tubes in 

accordance with Annex I (Financial Offer), Annex II (Technical Specifications, Annex III (General 

Terms and Conditions of Supply) and Annex IV (Privacy Policy for the Award and Performance of 

Public Contracts & Contract the Processing of Personal Data), which are attached. 

 

Budget: 

The estimated value of the contract is 1.799,60 € Euro plus VAT. 

 

Deadline for receipt of tenders:  .31/03/2025 at 14:00. 

 

The delivery time will be explicitly stated in the offer. 

 

Place of delivery for the Supply of Led Tubes is the Central Warehouse of Sepolia Depot at 94 Kifisou 

Avenue, Athens, during working days & hours (Monday-Friday 09:30-14:30) and after telephone 

contact with Mr. Tomazinakis Nikolaos to Tel. +030 214 414 6619 or email: ntomazinakis@stasy.gr. 

 

The submission of an alternative offer is not permitted. 

 

Αριθ. Πρωτ.: 4572
Ημερομηνία: 24/03/2025

mailto:office@beep-mobility.at
mailto:achrousis@stasy.grInfo
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Tenders exceeding the estimated expenditure will be rejected as inadmissible and will not be taken into 

account in the evaluation. 

 

The award will be made on the basis of the criterion of the most economically advantageous tender, on 

the basis of price, in total. 

 

For technical information, contact Mr.Tomazinakis Nikolaos at Tel. +030 214 414 6619. 

 

2. Submission of Offer 

 

Economic operators shall submit their tenders by email to kgram@stasy.gr by..2025 at 14:00, 

quoting in the subject of the email the number MR-425301. 

 

We note that: 

1. Tenders sent by post are also accepted at the participants' risk, provided that they have been received 

by the central secretariat of STASY before the above date and time. 

2. Tenders will be valid for ninety (90) days. 

3. Tenders shall be submitted in Greek. 

 

3. Contents of the Offer Envelope 

 

3.1 Legal documents 

 

Applicants should enclose the following documents, which must be submitted in original or clear 

copies: 

 

1. A certificate issued by a Competent Authority stating that they are up to date with their social 

security obligations which must be valid on the final date for the submission of tenders. 

 

2. A certificate issued by a competent authority showing that they are up to date with their tax 

obligations, which must be valid the date of submission of tenders. 

 

3. A certificate issued within the last 3 months by the relevant Chamber certifying their registration 

and their special occupation or a certificate of practice of occupation from another competent Authority, 

issued within the last three months. 

 

4. Certificate of legal representation or other equivalent document or a copy of the decision by 

which the current Board Directors of the company was constituted and the relevant publication in the 

Official Gazette, which will show the person representing the company, or a certificate issued by a 

competent administrative or judicial Authority in the past quarter, which will show the Board of 

Directors and the person representing the company. 

 

5. Valid statute with any amendments and a certificate of statutory amendments from the competent 

authority. If the statute has already been submitted and is in force, it is not necessary to resubmit it, only 

to mention the case number and the date of submission. 
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6. A statutory statement under Law 1599/86 signed by the legal representative of the candidate 

stating: 

 

A) For Natural Persons: 

I solemnly state that I have not been irrevocably convicted for any of the offences of Article 73 

paragraph 1 of Law 4412/2016. 

 

B) For Legal Persons: 

I solemnly state, as the legal representative of ...... that the undersigned and/or any member of 

the Board of Directors has not been irrevocably convicted for any of the offences of Article 73 

paragraph 1 of Law 4412/2016. 

 

7. A statutory statement under Law 1599/86 signed by the legal representative of the tenderer stating: 

• that they have reviewed the details of the scope and have taken note of all the elements of this 

Invitation to Tender and the conditions relating to the project (location of the project, access 

conditions, and transport of materials, etc.) after detailed examination and that they undertake 

to carry out the project under the terms of this Invitation to Tender; 

• that the data and information submitted with the tender are accurate; 

• that they have carefully reviewed the terms of this Invitation to Tender and accept them; 

• that, during the preparation of the tender and during the performance of this contract, they  

will comply with the obligations arising from the provisions of environmental, social security 

and labour law, the legal remuneration established under Union law, national law, collective 

agreements or international provisions of environmental, social and labour law, which are 

listed in Annex XIV of Appendix B of Law No. 4412/2016; 

• that they have not been excluded from Public Tenders for any reason whatsoever or, in any 

event, that the expiry date of the period of exclusion has passed. 

 

3.2 Certification – Not Required 

 

3.3 Technical and professional competence - Not required 

 

3.4 Financial Offer 

 

The Financial Offer will contain all the information required by the invitation to tender and in particular 

Paragraph (3) "Contents of the Financial Offer Envelope", the attached Annex I of the invitation entitled 

"FINANCIAL OFFER" and Annex II entitled "Technical Specifications". 

 

The prices of the Financial Offer to be given by the tenderers constitute their full compensation for the 

complete, successful and timely delivery of the supply. 

 

3.5. Participation guarantee - Not required 

 

4. Facility Visit - Not Required 

 

5. Award criterion 
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The Contractor will be selected from among the economic operators that meet the requirements of 

participation set out herein and there are no grounds for their exclusion, based on the examination of 

the documents submitted in accordance with Article 3 hereof. 

 

The Contractor will be the economic operator that will submit the most economically advantageous 

offer exclusively on the basis of price, in accordance Law 4412/2016, which will not exceed the 

estimated cost, per section. 

 

6. Guarantees (performance, advance payment) 

 

6.1. Advance Payment Guarantee. Not required 

 

6.2 Performance guarantee - Not required 

 

6.3 Warranty bond - Not required 

 

7. Term of the award 

 

The Contract shall enter into force on the date of acceptance of the Mandate-Contract or such other date 

as may be specified therein. The delivery of the scope of contract must be completed within the time 

limits set out in the Mandate-Contract in accordance with the provisions of article 209 of Law 4412/16, 

the contract being completed with the full performance of the mutual contractual obligations of the two 

parties in accordance with the provisions of article 202 of Law 4412/2016. 

 

8. Monitoring and Performance of the Contract 

 

The performance of the Contract and its administration will be monitored by the competent body or 

otherwise by the competent Service, which will make recommendations to the competent decision-

making body, on all issues concerning the proper execution of all the terms of the contract and the 

fulfilment of the contractor's obligations, the taking of the necessary measures due to non-compliance 

with the above terms and in particular on issues concerning the modification of the scope and extension 

of the term of the contract, under the provisions of article 337 of Law No. 4412/2016. 

 

The competent Service may, by decision, appoint an officer thereof as supervisor with the duties of 

rapporteur for the monitoring of the contract. The same decision may also designate other officers of 

the competent service or of the bodies served by the contract, to whom individual tasks contract- 

monitoring may be assigned. In this case, the supervisor shall act as coordinator. 

 

The duties of the supervisor include but are not limited to certifying the performance of the contract 

scope, as well as inspecting the contractor's compliance with terms of the contract. On recommendation 

of the supervisor, the service administering the contract may issue documents containing instructions 

and orders to the contractor concerning the performance of the contract. 

 

9. Method of Payment 
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Payment of the consideration be made upon presentation of the legal documents and supporting 

documents provided for by Article 200 par. 4 of the law. 4412/2016 as well as any other supporting 

documents that may be requested by the competent authorities that carry out control and payment. 

 

The consideration shall be paid in instalments \ monthly upon review \ or in full payment upon 

certification of the supplies \ services provided, by the competent Directorate of STASY, in accordance 

with the provisions of this invitation. The competent acceptance committee will then draw up and sign 

a final acceptance report for the services invoiced by the contractor. 

 

The Contractor is obliged to submit to STASY at least the following documents for the payment of the 

total consideration: 

 

a) Final quantitative and qualitative acceptance report (or in case of automatic acceptance, proof of 

delivery of the material, in accordance with article 208 of Law 4412/16. 

 

b) Proof of delivery of the material 

 

c) Supplier's invoice 

 

d) Certificate of Tax and Insurance Clearance in accordance with the applicable provisions 

 

Payments will be made by e-banking to the supplier's bank account sixty (60) days after the date of 

receipt of the invoice, provided the above documents have been submitted. 

 

It is clarified that : 

 

The Contractor shall be fully and solely responsible for all contributions, debts, fees and other payments 

to Social Security, Health Care and Pension Funds, Professional, Public or other bodies, such as EFKA, 

TSMEDE, PEDMEDE, TEE etc. 

 

The Consideration does not include Value Added Tax. The Value Added Tax shall be paid by STASY 

to the Contractor upon payment of the invoice. 

 

The Contractor shall incur third-party withholdings, as well as any other charge, in accordance with the 

applicable legislation, not including VAT, for the provision of the service at the place and in the manner 

provided for in the contract documents. In particular, the following deductions shall be borne as 

indicated in Annex III - General Conditions of Supply hereto. 

 

10. Contractor Personnel – Not Required  

--- 

11. Training - Not Required 

 

  

 

12. Penalty clause – Forfeiture of the economic operator 
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As regards the imposition of any penalty clauses to the contractor, the provisions Article 218 of Law 

4412/2016 shall apply. 

 

The provisions of Article 203 of Law 4412/2016 shall apply to forfeiture. 

 

If a clause is imposed on the contractor of a contract, the payment of the relevant tax document shall be 

made within 15 (fifteen) calendar days of its issuance by bank cheque or deposit in the company's 

current account as indicated. 

 

13. Amendment to the Contract 

 

The contract may be amended during its term, without requiring a new procurement procedure, only in 

accordance with the terms and conditions of article 337 of Law 4412/2016 and following the opinion 

of the Committee under subparagraph b of par. 11 of article 221 of Law 4412/2016. 

 

14. Right of unilateral termination of the contract 

 

The provisions of article 338 of Law 4412/2016 apply to the right of unilateral termination of the 

contract. 

 

15. Filling out the financial offer 

 

The Financial Offer will be given in Euro, excluding any dependence of the consideration in any way 

on the exchange rate of the Euro with foreign currencies. Tenderers are requested to prepare their tender 

in a standardised manner by filling out the table on the following pages. 

 

Tenders must be typed or legibly printed and must be free of any corrections (erasures, deletions, 

additions, etc.), under penalty of exclusion. A financial offer that is vague or conditional will be rejected 

as unacceptable following the opinion of the Tender Committee. 

 

The Financial Offer shall be signed by the legal representative of the tenderer, who shall also initial all 

pages. Any missing signatures will be filled in by the Tender Committee and the tender will be 

considered valid. However, an unsigned tender shall be considered invalid. In the case of partnership 

of Companies, the tender shall be signed and initialled respectively by the legal representatives of all 

the Companies participating in the partnership. 

 

It is clarified that alternative offers or offers for part of the requested items not be accepted. In addition, 

any comments or reservations or conditions made in the financial offer will be considered as 

reservations to the terms of the tender and will lead to the rejection of the financial offer of the tenderer. 

 

In case of manifest numerical errors in the tenderer's Financial Offer, the Tender Committee shall 

correct the numerical operations and shall use the corrected offer of the tenderer for the ranking of the 

tenders. 

 

The prices in the Financial Offer to be given by the tenderers shall constitute their full compensation 

for the full, successful and timely performance of all the works requested by the Contract in accordance 

with the terms of the other documents and it shall be presumed that they have been said after due 
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consideration of all costs for the remuneration of the staff and associates to be employed and all costs 

of any kind that will be required for the performance of these works, all costs for taxes, levies, 

contributions, fees, deductions, insurance coverage and other costs borne by the Contractor under 

Contract, as well as overhead and benefit costs. Throughout the term of the Contract these prices are 

and shall remain fixed and are not subject to revision or updating for any reason or cause. 

 

Tenderers must take into account that during the term of the contract they must comply with the 

applicable labour laws, the relevant applicable collective labour arrangements (collective bargaining 

agreements, arbitration decisions), insurance laws and laws on the health and safety of workers and 

prevention of occupational risk, a condition which will be included in the contract between STASY and 

the Contractor. 

 

Offers that exceed the budgeted expenditure, as defined in the Tender Documents, will not be accepted.  

 

STASY is liable for the Value Added Tax (VAT) due on the amounts payable. 

 

ATTACHMENTS: 

 

ANNEX I - Financial Offer Form 

ANNEX II - Technical specifications 

ANNEX III - General Conditions of Supply 

ANNEX IV – Privacy Policy for the Award and Performance of Public Contracts 
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URBAN RAIL TRANSPORT SINGLE MEMBER SA 

 

 

 

 

ANNEX I 

 

FINANCIAL OFFER FORM 
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TO BE FILLED OUT BY STASY 

TENDER DETAILS 

TO BE FILLED OUT BY THE ECONOMIC OPERATOR 

FINANCIAL OFFER 
S
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1  4901499 T8 tube, 110 VDC, 4000k 52 EA 1.549,60          

2  F Freightcosts 1 EA 250,00          

     

Total budget 

1.799,60          

 

The signature of the Legal Representative of the Tenderer and the seal of the company (in the case of joint venture/partnership, the signatures of the legal 

representatives of all the companies participating in the joint venture/partnership and the seal of each of the joint venture companies). 

 

-------------//------------- 
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URBAN RAIL TRANSPORT SINGLE MEMBER SA 

 

 

 

ANNEX II 

 

TECHNICAL SPECIFICATIONS 
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TECHNICAL SPECIFICATIONS 

 

 

TABLE OF TECHNICAL SPECIFICATIONS 
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TECHNICAL DESCRIPTION 
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URBAN RAIL TRANSPORT SINGLE MEMBER SA 

 

 

 

ANNEX XII 

 

GENERAL CONDITIONS OF PROCUREMENT 
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ANNEX III 

General Terms and Conditions of Procurement 

 

Offer Validity: All prices offered must be valid for a minimum of ninety (90) days. 

 

Delivery Time: The delivery time will be explicitly stated in the offer. 

 

Delivery: the place of delivery of the Supply is the Warehouse of STASY in Sepolia (94 Kifissou 

Avenue), during working days & (Monday-Friday 09:30-14:30) and telephone contact at the following 

telephone numbers: 214 4146069 or e-mail. 

 

The Order Request Number (MR-425301) must be indicated on all relevant documents. 

 

Partial deliveries shall be permitted. The date of each partial delivery shall be that indicated in the 

tender. Prior to each delivery, STASY will be notified of the exact date (by email, etc.) on which it will 

be made. STASY shall not be responsible for the transportation of materials. 

 

Documents: The materials must be accompanied by a legal document (Invoice, Delivery Note, Single 

Document, CMR, etc.) upon delivery.  

 

For procurement procedures starting from 01.06.2024, contractors shall issue an online invoice as a 

document for entities of the greater State, in accordance with the applicable provisions and instructions 

of the competent authorities (AADE, Ministry of Finance, etc.). 

Electronic Invoicing Code (AAHT): 1039.E00923.0001 

 

Payment method: Payment will be made by e-banking to the supplier's bank account within ten (10) 

days from the date of receipt of the supplier’s invoice. A Tax Clearance Certificate shall be required for 

invoices over 1,500.00€ and a Social Security Clearance Certificate for invoices over 3,000.00€, as well 

as a Criminal Record Certificate. STASY is liable for the applicable Value Added Tax (VAT) on the 

amounts payable. 

 

The invoice will be addressed to: 

 

Urban Rail Transport Single Member SA 

67 Athinas Street, ATHENS 10552 

TIN: 099939745, DOY: KEFODE OF ATTICA 

 

(For information on the payment of the invoice, you can contact the Accounting Department at 214 

4141321) 

 

When providing services, the contractor shall comply with the obligations set out in environmental, 

social security and labour laws established by Union law, national law, collective agreements or 

international provisions of environmental, social security and labour law, which are listed in Annex 

XIV of Appendix B. 

 

The applicable relevant provisions of Law 4412/2016 and additionally the Civil Code shall apply to all 

other matters. 
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URBAN RAIL TRANSPORT SINGLE MEMBER SA 

 

 

 

ANNEX IV 

 

PRIVACY POLICY FOR THE AWARD AND PERFORMANCE OF PUBLIC CONTRACTS 
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Privacy Policy for the Award and Performance of Public Contracts 

 

The company "URBAN RAIL TRANSPORT SINGLE MEMBER S.A.”, trading as “STASY”, 

located at 67 Athinas Street, Athens (PC 10552), TIN 099939745 assigned by the tax office KEFODE 

OF ATTICA, legally represented, respects the privacy and personal data of the Subjects and ensures 

that it is in a position of continuous compliance with Regulation 2016/679 (EU) on the protection of 

natural persons with regard to the processing of personal data and on the free movement of such data, 

entitled "General Data Protection Regulation" (GDPR), Law 4624/2019 and the applicable legislation 

on personal data protection, and to demonstrate such compliance.  

 

With this Privacy Policy for the Award and Performance of Public Contracts, STASY, as the Data 

Controller, informs the participants in the award procedure, tenderers, economic operators, contractors 

of public contracts and any third parties involved in the public contract (partners, subcontractors, third 

economic operators of tenderers and contractors) of the type of personal data it collects, the way in 

which such data is processed, as well as the protection of personal data. 

 

The Policy applies to all Data Subjects, i.e. all participants in the Tender, economic operators submitting 

their tender, contractors awarded the public contract and any third parties involved in the public 

contract. Where the above-mentioned parties are legal persons, the processing of the personal data of 

such natural persons (legal representatives, shareholders, members, employees, collaborators, persons 

appointed for the implementation of the contract, etc.) is included.  

 

The Policy applies to all public contracts, public contracts for projects, services, supplies, studies, 

technical and other related scientific services, general services, as defined in Law 4412/2016, and to all 

personal data processed on behalf of STASY SA, by any means and in any form. 

 

1. STASY as Contracting Authority and Data Controller 

 

STASY, as the Data Controller, is responsible for and able to demonstrate its compliance with the 

principles of personal data protection, as well as its general compliance with the applicable legislation 

on personal data protection.  

 

STASY undertakes that personal data are collected and processed objectively, lawfully and 

transparently, for a specific and defined purpose, and that the processing takes place in strict compliance 

with the Privacy Policy of STASY, the provisions of the GDPR, the applicable legislation on the 

protection of personal data and the Directives of the Personal Data Protection Authority (DPA). 

 

STASY ensures that it processes only the appropriate, relevant and strictly necessary personal data for 

the purpose for which they were collected and no personal data will be collected or retained for any 

future use, unless they relate to instances where STASY SA has a legitimate interest in doing so. Staff 

shall process personal data only for legitimate business purposes directly related to the performance of 

their duties. 

 

2. Personal Data collected by STASY  
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As the Contracting Authority, STASY collects, indicatively and not restrictively, the following personal 

data for the conduct of the award procedure (competitive or not) and the award and execution of the 

public contract, as provided for by Law 4412/2016, such as: 

full name, father’s name, mother’s name, identity details, date of birth, TIN-Tax Office, SSN, contact 

details, telephone number, address, email address (email, fax), details of scientific training or 

professional activity, diplomas, work-operating license, start of business at the Tax Office, the 

supporting documents required by Law 4412/2016 to establish that the reasons for exclusion do not 

exist, extract from the criminal record, certificates of non-bankruptcy, bankruptcy proceedings, 

reorganization, etc., tax and insurance clearance, bank account number, IBAN.  

 

The collection of personal data is carried out immediately and directly by the Data Subject (the 

participant in the Tender, the tenderer economic operator and the contractor) when expressing interest 

in participating in the procedure, when submitting a tender, by completing all the required supporting 

documents and submitting the relevant supporting documents on the basis of the provisions set out in 

the Tender Document or in the instructions for conducting the participation and award procedure, when 

assigning and awarding the contract and during the performance of the contract. Personal data may also 

be collected which are manifestly derived from published information or which can be lawfully found 

and obtained from public authorities.  

 

Personal data provided with supporting documents by the tenderer, in addition and on its own initiative, 

and which may contain simple personal data or personal data of a special category, are understood to 

be provided by the Subject with its explicit, free and fully informed consent, knowing that they are 

submitted for processing for the purposes for which the above personal data are collected. 

 

3. Purposes and Legal Basis of Processing 

 

STASY processes personal data only for the purposes for which the Data Subject was previously 

informed and does not use them for other purposes that are not compatible with the original purposes.  

 

STASY may process the personal data of the Subject for the purposes listed below, indicatively and not 

restrictively: 

 

• For the evaluation of the participant, in accordance with the provisions of Law 4412/2016; 

• For communicating with and providing information to the participant (e.g. regarding the 

evaluation of the tender, the delivery of necessary documents, etc.); 

• For the award of the contract to the contractor, the performance of the contract, as well as the 

implementation and support during the performance of the contract; 

• For archiving purposes; 

• To fulfil the legal obligations of STASY;   

• To fulfil the contractual obligations of STASY;   

• To defend the rights and legitimate interests of STASY;  

• For the general security and protection of transactions. 

•  

STASY ensures that the processing of personal data is lawful and undertakes to use personal data 

exclusively and only if there is at least one legal basis that allows the processing of personal data, as 

follows: 
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STASY processes personal data under Law 4412/2016, as a Contracting Authority, which, in the 

exercise of public authority, carries out the procedure for the award of a public contract and supervises 

the execution and implementation of the contract.  

 

At all stages of the award procedure as defined in Law 4412/2016 (pre-contractual - contractual stage), 

STASY processes personal data for the evaluation of the participants' data (in the procedure up to the 

award and conclusion of the contract) and for the control and supervision of the compliance with the 

contractual obligations arising from the contract.  

 

STASY may process personal data for the fulfilment of a legal obligation, in particular under the 

provisions of Law 4412/2016, for the fulfilment of a contractual obligation, for the fulfilment of a duty 

in the public interest, in this case to ensure the transparent conduct of the award procedure, and for 

serving its legitimate interests.  

 

The Data Subject, by participating and by subsequently being awarded and executing the contract, is 

deemed to have consented to the processing of its data by providing explicit free and informed consent 

to the processing.  

 

4. Data Retention- Data Storage- Protection Measures 

 

STASY retains personal data only for the period of time required for the legitimate business purposes 

for which they were collected, including the purposes of satisfying legal, tax, accounting requirements. 

Each organisational unit of STASY shall ensure that it identifies and maintains appropriate retention 

periods and ensures their safe destruction when the period of time has elapsed or the purpose of 

processing ceases to exist and there is no legal requirement or legitimate interest or right to continue 

their retention. They may be stored for a longer period of time if the personal data will be processed 

exclusively for archiving purposes in the public interest, for scientific and historical research purposes 

or for statistical purposes and always subject to the application of appropriate technical and 

organisational measures. 

 

On expiry of the period of time defined either by the contractual relationship with the Subject or by 

legislation, the procedures for their safe destruction are followed. 

 

5. Instances of Transmission- Disclosure of Personal Data 

 

STASY may disclose personal data to third parties, such as: 

 

• Third natural or legal persons to whom STASY entrusts the performance of specific actions on 

its behalf and who act as processors (e.g. partners, consultants, etc.); 

• The State, public bodies and competent authorities or judicial bodies, within the scope of their 

powers;  

• Participants in the award procedure, within the framework of the principle of transparency and 

the right to judicial protection of participants, in accordance with the law. 

 

STASY checks and evaluates the processors and requests appropriate safeguards and assurances that 

they are in compliance with the GDPR and the applicable legislation on personal data protection and 
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that they have taken appropriate technical and organizational measures to ensure compliance. Attached 

is Annex I - Personal Data Processing Agreement with the processors.  

 

STASY ensures that all its organisational units and its staff (e.g. employees, contractors, assistants, 

etc.), as well as the processors, are informed of their obligations for the processing of personal data and 

for compliance with the Privacy Policy of STASY for the management and protection of personal data. 

At STASY, all staff are responsible for supporting compliance with this policy. 

 

6. Technical and Organisational Data Protection Measures  

 

Taking into account the nature, scope, context and purposes of the processing, as well as the risks of 

varying likelihood and severity to the rights and freedoms of natural persons, STASY shall implement 

appropriate technical and organisational measures in order to ensure and demonstrate that the 

processing is carried out lawfully and provides an appropriate level of data security against the risks 

involved in the processing. 

 

STASY has drawn up Policies and Procedures for the processing and protection of personal data and 

has adopted the appropriate technical security measures - for digital and physical security - ensuring the 

confidentiality, integrity and availability of data.  

 

STASY makes every effort to use the latest technological solutions and procedures for the protection 

of personal data and to adopt the best protection practices.  

 

7. Personal Data Breach Incident 

 

STASY has established the appropriate structure and procedures to manage any incident related to the 

processing of personal data. Its staff have been briefed to report any incident that has or may result in 

loss, theft, unauthorised disclosure, accidental destruction or disclosure of personal data, in accordance 

with the prescribed data breach response procedures. 

 

In the event of a potential breach, the persons concerned by this Policy are obliged to notify STASY 

immediately of the incident and to provide any necessary and/or helpful information to deal with the 

incident. It is stressed that it must be checked whether the breach was caused by their own responsibility 

and they must also notify STASY accordingly.  

 

8. Consent of the Data Subject 

 

The Data Subject gives consent to the processing of its personal data, after being informed of the 

purpose of the processing and its rights, by statement or clear affirmative, free, specific, explicit and 

fully informed action, by which it expresses its consent to the processing of its personal data.  

 

The Data Subject can easily and freely withdraw its consent at any time. The withdrawal of consent 

shall apply to future processing and shall not affect the processing which was carried out on the basis 

of the Data Subject's consent prior to the withdrawal and which is lawful processing. 

 

9. Rights of the Data Subject 
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STASY informs Data Subjects about the processing of their data and the possibility of exercising their 

rights, and manages the Data Subjects' requests in the best possible way in order to meet the maximum 

possible degree of satisfaction.  

 

Data Subjects have the following rights regarding the way their data are processed by STASY: 

 

1) Right to be informed about the processing of personal data; 

 

2) Right to withdraw consent for data processing at any time; 

 

3) Right of access to their personal data. Subjects may request access to their data in order to obtain a 

copy of the data; 

 

4) Right to correct-update their personal data so that the information is accurate; 

 

5) Right to delete their data. Subjects may request the deletion of their data in the following instances. 

Where a) they are no longer necessary for the purposes for which they were collected or processed; b) 

the consent has been withdrawn; c) there is no longer any legal basis for processing by STASY and 

processing has no other legal basis. It is emphasised that STASY may not satisfy the right of deletion 

for reasons of fulfilling its legal obligation, for reasons of public interest, for the establishment, exercise 

and support of its legal claims, as well as for archiving and statistical purposes. 

 

6) Right to restrict the processing of personal data. In this case, STASY shall proceed to the immediate 

restriction of data processing, at least to examine the restriction request. If the restriction of processing 

is not feasible, a reasoned reply will be given to the Subject. 

 

7) Right to data portability. The Subject may receive in a readable format in one of the widely used 

reading formats (e.g. XML file) a copy of their personal data processed by computer systems.  

 

8) Right to object. The Data Subject may raise an objection to the processing of its data. It is stressed 

that STASY may not satisfy the right of objection if there is a compelling and legitimate reason, which 

overrides the request for objection or a purpose for the establishment, exercise or support of its legal 

claims. 

 

The Subject exercises the above rights by submitting a relevant request to STASY. The request must 

be clear and specific and as complete as possible so that it can be assessed and satisfied. It must also 

identify the Subject and confirm its data. STASY shall endeavour to respond within one month to any 

such request, unless for objective reasons more time is needed, in which case it shall notify the Subject 

accordingly. A suitable form for completing the request is provided on the website of STASY, 

www.stasy.gr 

 

In order to exercise any right, the Data Subject may contact the Data Protection Officer of STASY by 

e-mail at dpo@stasy.gr.  

 

In any event, the Data Subject also has the right to lodge a complaint with the Data Protection 

Authority - DPA as follows: Postal address: 1-3 Kifissias Street, PC 115 23, Athens, Greece; Tel: +30-

210 6475600, Fax: +30-210 6475628, www.dpa.gr.  

http://www.stasy.gr/
mailto:dpo@stasy.gr
http://www.dpa.gr/
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10. Contact  

 

For any information, assistance regarding the exercise or understanding of the Subject's rights and 

questions regarding personal data, this Policy and the protection of personal data, you may contact the 

Data Protection Officer of STASY by e-mail at dpo@stasy.gr 

  

mailto:dpo@stasy.gr
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ANNEX III: 

 

PERSONAL DATA PROCESSING AGREEMENT  

 

1. INTRODUCTION  

 

1. This Personal Data Processing Agreement (hereinafter the "Agreement") is an annex to and an 

integral part of the contract concluded between the above parties (hereinafter "Master Contract"), the 

parties being, on the one hand, the Societe Anonyme “URBAN RAIL TRANSPORT SINGLE 

MEMBER S.A.”, trading as “STASY”, hereinafter referred to as the “Controller”, and the other hand, 

the other contracting party, hereinafter referred to as the “Processor”.  

 

2. In the context of the "Master Contract", the "Controller" may disclose, communicate or 

transmit to the "Processor" information that constitutes personal data, as defined in Regulation 

679/2016 (EU) "General Data Protection Regulation" (GDPR) and the applicable legislation on the 

protection of personal data (hereinafter "Law"), for the purpose of performing the "Master Contract".  

 

3. Similarly, the "Processor" has the right to process personal data, which are disclosed, 

communicated or transmitted by the "Controller" on behalf of the latter, for the purpose of performing 

the "Master Contract".  

 

4. This "Agreement" specifies the terms and conditions of the processing of personal data by the 

"Processor" on behalf of the "Controller" and provides appropriate safeguards and assurances that the 

"Processor" is in compliance with the "Law". 

  

2.  PERSONAL DATA PROCESSING 

 

1. The "Processor" shall process the personal data, on behalf of the "Controller", which are 

strictly necessary for the performance of the "Master Contract", as well as such data as may be 

subsequently agreed upon to serve the purpose of the processing. Any such subsequent agreement shall 

only be accepted in writing and shall be subject to the provisions of this "Agreement".  

 

2. In the event that the "Controller" in any way discloses, communicates or transmits to the 

"Processor" personal data which are not strictly necessary for the performance of the "Master 

Contract", the "Processor" is obliged to notify the "Controller" and then proceed to their safe and 

definitive destruction/deletion. 

 

The "Processor" processes, indicatively and not restrictively, the following personal data: personal 

identification data (full name, father’s name, etc.), contact data (telephone number, e-mail address, etc.), 

etc. Subjects of personal data may include, but are not limited to, the following persons: employees, 

passengers, partners, consultants, suppliers, board members of the "Controller". 

 

3. The "Processor" mainly processes simple personal data, while in special cases, depending on 

the "Master Contract", it may also process special category data, exclusively for the processing 

purposes as defined in the "Master Contract".  
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4. The "Processor" processes the above personal data for the purposes and subject matter of the 

"Master Contract", i.e. exclusively and only for the performance of the assigned activity and the 

fulfilment of its contractual obligations and for the term of the "Master Contract". 

 

5. In case the "Processor" has the right to process personal data for additional purposes, as 

provided for by the "Law", they should notify the "Controller" before carrying out any processing of 

the data.   

 

3. OBLIGATIONS OF THE PROCESSOR 

 

1. The "Processor" processes only the strictly necessary and necessary personal data and only for 

the above mentioned processing purposes and in accordance with the instructions of the "Controller".   

 

2. The "Processor" shall ensure that the persons authorized by them to process the personal data 

as described above (such as employees, partners, consultants, assistants, assistants, contractors, third 

parties involved in the "Master Contract") are bound by confidentiality terms and clauses and are 

aware of the terms of this "Agreement" and are bound by it accordingly.  

 

3. The "Processor" is prohibited from delegating the processing to another processor unless it has 

previously clearly informed the "Controller" to this effect, has committed that the other processor is 

also in compliance with the "Law" and the terms of this Agreement and has received express specific 

written authorisation from the "Controller" to delegate the processing to another processor. The 

"Processor" shall remain fully accountable to the "Controller" for the fulfilment of the other 

processor's obligations.  

 

4. The "Processor" is responsible for and must be able to demonstrate its compliance with the 

"Law" and undertakes that the principles of personal data protection and in general the provisions of 

the "Law" are respected for the processing of data carried out by it in the context of the "Master 

Contract".  

 

5. The "Processor" shall take all necessary measures to ensure the security of the processing, as 

well as all appropriate technical and organisational measures to protect personal data.  

 

6. The "Processor" shall keep a record of processing activities, separate for all processing carried 

out for the "Controller", which shall be available to the latter upon request. 

 

7. The "Processor" is obliged to assist and provide any useful information or best practice to the 

"Controller", so that the latter complies with the obligations under the "Law" on the security of 

processing and the protection of personal data.  

 

8. The "Processor" is obliged to cooperate with the "Controller" for the management of the 

requests of the subjects in the exercise of their rights under the "Law", for the management of any 

requests of the Personal Data Protection Authority in the exercise of its duties or for any consultations, 

for the carrying out of any impact assessment and in general for the protection of personal data.  
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9. The "Processor" is obliged to immediately notify the "Controller" if they become aware that 

any processing operation does not comply with the terms of the "Agreement" and the provisions of the 

"Law" and to take any lawful action indicated to immediately remove it. 

 

4. OBLIGATIONS OF THE CONTROLLER 

 

1. The "Data Controller" under this "Agreement" declares and undertakes that it will process 

personal data of the "Processor" only to the extent that the data is necessary for the fulfilment of the 

mutual obligations in the performance of the "Master Contract" and only to the extent necessary to 

comply with the legal obligations. 

 

2. The personal data processing carried out takes place in strict compliance with the "Data 

Controller's" Privacy Policy and the "Law".  

 

5. TECHNICAL AND ORGANISATIONAL MEASURES 

 

1. The "Processor" expressly and unconditionally declares that it applies all appropriate technical 

and organisational measures in order to ensure the appropriate level of data security and protection, 

taking into account the type of data, the nature and purposes of the processing and the existing risks of 

varying probability and severity for the rights and freedoms of natural persons, in accordance with the 

latest technological - scientific developments and the cost of implementing the measures.  

 

2. The "Processor" shall take appropriate technical and organizational measures to ensure that 

only its authorized personnel have access to the data and the possibility of processing. 

 

3. The "Processor" shall take measures to ensure that any natural person acting under its 

supervision who has access to personal data processes them only in the context of the performance of 

the "Master Contract".  

 

4. The "Processor" shall provide the "Controller", upon the latter's written request, with all 

information and evidence of the technical and organisational measures it has taken, and shall allow and 

facilitate an audit to enable the "Controller" to assess the measures to ascertain the level of security 

and their adequacy.  

 

6. RIGHTS OF SUBJECTS - MANAGEMENT OF REQUESTS 

 

1. The "Processor" shall assist the "Controller" as far as possible, so that the latter can respond 

to the requests of the data subjects in the exercise of their rights under the "Law". In particular, in the 

event that the data subject submits any request - a request to exercise a right or a query to the 

"Processor", the "Processor" is obliged to notify the "Controller" immediately and to forward the 

request or query to the "Controller" as soon as possible and preferably within the next seventy-two 

(72) hours. 

 

2. The "Processor" is not allowed to take any action on its initiative, and in particular is not 

allowed to manage a request for rectification, erasure or restriction of processing, except on the basis 

of written instructions from the "Controller", unless this is required by the execution of the "Master 

Contract" or required by "Law". 
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3. The "Processor" shall ensure that the above shall also bind the persons authorised by him/her 

(such as employees, partners, consultants, assistants, assistants, contractors, third parties involved in the 

"Master Contract"), who process the personal data and may be subject to corresponding requests or 

questions about the data.  

 

7. CASE OF BREACH INCIDENT  

 

1. The "Processor" undertakes that it has included in its appropriate technical and organisational 

measures the policy for managing and responding to a breach and has informed its staff and other 

persons authorised by it, so that they can respond immediately to any breach. 

 

2. The "Processor" is obliged to immediately notify the "Controller", in writing and within the 

next twenty-four (24) hours, as soon as it becomes aware of a personal data breach, i.e. a breach of data 

security, which leads to possible, accidental, unauthorized, or unlawful destruction, loss, alteration, or 

disclosure of the data or possible, accidental, unauthorized, or unlawful access to the data. 

 

3. The "Processor" must, immediately and at its own expense, investigate the breach and act, to 

the extent possible, to prevent further breaches and implement corrective measures. 

 

4. The "Processor" is obliged to notify the "Controller" without delay of both the incident and 

its actions, providing all available information. In particular, it shall provide the “Data Controller” 

with a detailed description of the security breach, the type of data that was the subject of the security 

breach and the identity of each data subject whose data have been affected, as soon as this information 

is collected or otherwise made available, including periodic updates of this information and any other 

information that may be requested in relation to the security breach incident.  

 

5. The "Processor" shall assist the "Controller" in the notification and communication of the 

breach incident under the "Law" and in cooperation shall take all necessary steps to restore security and 

enhance data protection by appropriate technical and organizational measures, in order to limit the risk 

of adverse effects on the rights and freedoms of the data subjects, as well as to mitigate the adverse 

consequences and limit as far as possible the risk of future breaches. 

 

6. With regard to the obligation to notify the "Controller" immediately and in writing, this applies 

even if the "Processor" has doubts as to the security or lawfulness of the processing. In this case, they 

must refrain from processing and notify the "Controller" immediately.  

 

8. DATA RETENTION; RETURN AND DELETION OF DATA 

 

1. Throughout the term of the "Master Contract", the "Processor" confirms that it has taken 

appropriate technical and organisational measures to protect the personal data and that it maintains the 

data by ensuring their confidentiality, integrity and availability.  

 

2. After the termination of the "Master Contract", within a reasonable period of time, which may 

not exceed fifteen (15) calendar days, the "Processor" shall return to the "Processor" all documents in 

its possession and all work products and data produced and delete any personal data file it has created 
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and maintains for the purposes of this Agreement, forwarding to the "Processor" the relevant deletion 

protocol. 

 

9. DATA TRANSMISSION 

 

1. The "Processor" shall not transmit to recipients and third parties the personal data provided by 

the "Controller". The possibility of transfer is provided for in the case of the fulfilment of a request 

from a data subject, following an instruction from the “Controller” and in the case of a request from 

the “Controller” itself for the provision and/or return of the data. 

 

2. In case the transfer of data results from a legal obligation of the "Processor", before carrying 

out any processing, he/she is obliged to notify the "Controller" about the terms and obligations of the 

transfer. 

 

3. The "Processor" processes personal data exclusively within the territorial limits of the 

European Union (EU). Any transfer of data requires prior notification and written consent of the 

"Controller". Such transfer is subject to compliance with the specific requirements concerning the 

transfer of personal data under the "Legislation". 

 

10. CONFIDENTIALITY - OBLIGATION OF SECRECY  

 

1. Throughout the term hereof, and after its expiration or termination, the "Processor" undertakes 

to keep confidential and not to disclose, share, publish, announce or otherwise disclose to third parties, 

without the prior written consent of the "Processor" any documents or information and all or part of 

the data that have come to its knowledge in the course of fulfilling its obligations and providing its 

services in the performance of the "Master Contract".  

 

2. The "Processor" is obliged to keep as highly confidential any data received from the 

"Controller" for the performance of the "Master Contract", as well as not to use them for any other 

purpose than the one specified herein. 

 

3. The provisions of this Article shall be binding on the "Processor" even after the termination or 

cancellation of this Agreement in any way. 

 

11. BREACH OF THE TERMS OF THIS AGREEMENT 

 

1. The "Processor" processes the personal data on behalf of the "Controller" and does not exceed 

the limits of the instructions given by the latter regarding the purposes and processing of the data under 

the "Law". In the event of exceeding the limits and action of the "Processor" beyond the purposes of 

the "Master Contract" and this Agreement, the "Processor" shall be understood as the "Controller" 

for any processing it carries out, setting itself the purpose and means of processing the data, and shall 

bear the responsibility and consequences of the "Law".  

 

2. The "Processor" is fully liable to the "Controller" for any direct, indirect, present, future, 

positive or consequential damage to the latter due to the breach of the obligations and terms of the 

"Agreement". The same liability shall apply to the designation of another processor and its breach of 
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the obligations and conditions of the "Agreement", without limiting any right of the "Controller" to 

take action against the other processor in the same way. 

 

3. Breach of any term hereof constitutes a material breach of the "Master Contract".  

 

-----END OF TEXT----- 

 

 

Nikolaos Xanthopoulos 

Director of Procurements & Supplies 

Νικόλαος Ξανθόπουλος 

Διευθυντής  Προμηθειών & Ανεφοδιασμού· 
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